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O islamismo-jihadista no Norte de
Mocambique (1) [FONTE: Encyclopaedia Britannical]
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OFFICIAL NAME
Republica de Mogambique
(Republic of Mozambique)

FORM OF GOVERNMENT
multiparty republic with a
single legislative house
(Assembly of the Republic

[250])

HEAD OF STATE AND
GOVERNMENT
President: Filipe Nyusi

CAPITAL
Maputo

OFFICIAL LANGUAGE
Portuguese

OFFICIAL RELIGION
none

MONETARY UNIT
(new) metical (MTn; plural

8ol
meticais)

POPULATION
(2019 est.) 29,593,000

POPULATION RANK
(2019) 48



O islamismo-jihadista no Norte de
Mocambique (2) [FONTE: CIA, The World Factbook, 2020]

Population: @
30,098,197 (July 2020 est.)

note: estimates for this country explicitly take into account the effects of excess mortality due to AIDS; this can result in lower
life expectancy, higher infant mortality, higher death rates, lower population growth rates, and changes in the distribution of
population by age and sex than would otherwise be expected

country comparison to the world: 47

Nationality: @
noun: Mozambican(s)

adjective: Mozambican

Ethnic groups: @

African 99% (Makhuwa, Tsonga, Lomwe, Sena, and others), mestizo 0.8%, other (includes European, Indian, Pakistani, Chinese)
.2% (2017 est.)

Languages: @

Makhuwa 26.1%, Portuguese (official) 16.6%, Tsonga 8.6%, Nyanja 8.1, Sena 7.1%, Lomwe 7.1%, Chuwabo 4.7%, Ndau 3.8%,
Tswa 3.8%, other Mozambican languages 11.8%, other 0.5%, unspecified 1.8% (2017 est.)

Religions: E4

Roman Catholic 27.2%, Muslim 18.9%, Zionist Christian 15.6%, Evangelical/Pentecostal 15.3%, Anglican 1.7%, other 4.8%, none
13.9%, unspecified 2.5% (2017 est.)

Demographic profile: E4

Mozambique is a poor, sparsely populated country with high fertility and mortality rates and a rapidly growing youthful population
-~ 45% of the population is younger than 15. Mozambique’s high poverty rate is sustained by natural disasters, disease, high
population growth, low agricultural productivity, and the unequal distribution of wealth. The country's birth rate is among the
world's highest, averaging around more than 5 children per woman (and higher in rural areas) for at least the last three decades.
The sustained high level of fertility reflects gender inequality, low contraceptive use, early marriages and childbearing, and a lack
of education, particularly among women. The high population growth rate is somewhat restrained by the country's high HIV/AIDS
and overall mortality rates. Mozambique ranks among the worst in the world for HIV/IAIDS prevalence, HIV/AIDS deaths, and life
expectancy at birth.

Mozambique is predominantly a country of emigration, but internal, rural-urban migration has begun to grow. Mozambicans, 4
primarily from the country’s southern region, have been migrating to South Africa for work for more than a century. Additionally,
approximately 1.7 million Mozambicans fled to Malawi, South Africa, and other neighboring countries between 1979 and 1992 to

escape from civil war. Labor migrants have usually been men from rural areas whose crops have failed or who are unemployed

and have headed to South Africa to work as miners; multiple generations of the same family often become miners. Since the

abolition of apartheid in South Africa in 1991, other job opportunities have opened to Mozambicans, including in the informal and
manufacturing sectors, but mining remains their main source of employment.
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Religious affiliation (2007)

. Roman Catholic
Illlwusmn

Zionist Christian
III Protestant

none

other

0.7%
unspecified

© Encyclopeedia Britannica, Inc.



O islamismo-jihadista no Norte de
I\/Iogambique (5) [FONTE: indice de Desenvolvimento Humano / PNUD, 2019)]

LOW HUMAN DEVELOPMENT

154 Syrian Arab Republic 0.549 718 89¢ 5.1t 2,725" 7 154
155 Papua New Guinea 0.543 64.3 10.0¢ 46 3,686 -9 155
156 Comoros 0.538 64.1 11.2° 49¢ 2,426 7 156
157 Rwanda 0.536 68.7 1.2 44¢ 1,959 " 158
158 Nigeria 0.534 54.3 9.7/ 6.5¢ 5,086 =22 157
159 Tanzania (United Republic of) 0.528 65.0 8.0 6.0 2,805 0 160
159 Uganda 0.528 63.0 11.2°¢ 6.1¢ 1,752 1 160
161 Mauritania 0.527 64.7 85 46 3,746 -17 159
162 Madagascar 0.521 66.7 104 6.1" 1,404 19 162
163 Benin 0.520 61.5 126 oR 2,135 2 163
164 Lesotho 0.518 53.7 10.7 6.3 3,244 -9 164
165 Cate d'Ivoire 0.516 57.4 96 el 3,589 -16 165
166 Senegal 0.514 67.7 9.0 31¢e 3,256 -12 166
167 Togo 0.513 60.8 126 49¢ 1,593 10 166
168 Sudan 0.507 65.1 77¢ 37! 3,962 —-26 168
169 Haiti 0.503 63.7 g6a 544 1,665 6 169
170 Afghanistan 0.496 64.5 10.1 39 1,746 1 170
171 Djibouti 0.495 66.6 6.5¢ 40! 3,601 24 17
172 Malawi 0.485 63.8 11.0¢ 46/ 1,159 1 172
173 Ethiopia 0.470 66.2 87°¢ 28" 1,782 —4 173
174 Gambia 0.466 61.7 95¢ 37¢ 1,490 4 178
174 Guinea 0.466 61.2 9.0¢ 274 2,211 -10 175
176 Liberia 0.465 63.7 96¢ 47! 1,040 9 173
177 Yemen 0.463 66.1 8.7° 32" 1433' 3 175
178 Guinea-Bissau 0.461 58.0 105" 33! 1,593 -2 177
179 Congo (Democratic Republic of the) 0.459 60.4 97¢ 6.8 800 8 179
180 Mozambique 0.446 60.2 9.7 35¢ 1,154 4 180
181 Sierra Leone 0.438 54.3 102° 36! 1,381 1 181
182 Burkina Faso 0.434 61.2 8.9 16¢ 1,705 -8 183
182 FEritrea 0.434 65.9 5.0 390 1,708 -9 182
184 Mali 0.427 58.9 76 24! 1,965 =17 184

185 Burundi 0.423 61.2 11.3 18 660 L 185
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F Mozambique

Human Development Indicators

Index Rank

0.446 180

Human Development Index

Trends 1990 - Present Index Comparison Mozambique
World =
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O islamismo-jihadista no Norte de
MO(}amblque (7) [FONTE: Governo da Provincia de Cabo Delgado]

Governo
da Provincia de Cabo Delgado

Inicio AProvincia O Governo Servicos Documentos Informagcdo Galeria Ver Meu Distrito  Contactos

Inicio > A Provincia > Populacao

Pesquisa

popu|a95° Procure aqui o que precisa O\

Pesquisa avangada
A populagao da Provincia de Cabo Delgado é estimada em cerca de 1.287.814 habitantes, dos

quais 16.8% residae nas areas urbanas e 83.2%, nas rurais. O distrito mais populoso, Chidre,

14.4% d lacao, cidade capital, Pemba, apenas 6.6%.
concentra a poptiagao, e a P pe Perfil dos Distritos

A maioria da populagao de Cabo Delgado tem como lingua materna o Emakhuwa, com 66.8%,
seguido do Shimakonde, mais falada no planalto, com 21.8%, e em terceiro lugar, o Kinwani, mais
falada no litoral, com 6.1%. Entre as outras linguas faladas, incluem-se o Portugués com cerca de
22.2%; Swahili, mais falada na fronteira com a Tanzania e Ajaua, mais falada junto a Provincia do
Niassa.

Agricultura

Populagao

A principal base econémica da populagao de Cabo Delgado € a agricultura de subsisténcia, Histéria
praticada, fundamentalmente, em moldes tradicionais. O gado suino (nas regides nao islamizadas),
caprino e galinaceo representam as espécies mais criadas.

Geografia

Tradicionalmente, sob o ponto de vista agricola, as plantas mais comuns e antigas pertencem ao
grupo das gramineas cerealiferas, como 0 sorgo, a mexoeira e 0 arroz. A mapira e a mexoeira Turismo
cultivam-se em pequenas quantidadea nas ilhas e em grande quantidade nas terras da baia de
Pemba, Montepuez, Arimba, Criamacoma e Mucojo.




O islamismo-jihadista no Norte de
I\/Iogambique (8) [FONTE: How we made it in Africa, 24/05/2018]
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O islamismo-jihadista no Norte de
Mocambique (9) [FONTE: UNDP, 11/11/2020]

SUSTAINABLE DEVELOPMENT GOALS OUR FOCUS MORE Q

Posted on November 11, 2020

UN chief shocked at ‘wanton brutality’ in
northern Mozambique

— Image caption ---

11

The United Nations Secretary-General has called on the authorities in Mozambique to
investigate the brutal killings, this past weekend, in the country’s northern Cabo Delgado

province and bring the perpetrators to justice.

In astatement issued by his spokesperson, on Tuesday, Secretary-General Antonio
Gutteres expressed shock over the reports of massacres by non-State armed groups in several

villages, including reported beheading, and kidnapping of women and children.
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Desde 1985

Africa

Intelligence
Africa Monitor Intelligence 29 Agosto 2019,

Mocambique: Estado de Guerra em Cabo Delgado
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Em pelo menos 3 distritos na regidao norte da Provincia de Cabo Delgado - Macomia, Mocimboa da Praia e Palma - os ataques
armados de insurgentes tém vindo a intensificar-se, ocorrendo agora quase diariamente, apesar do contingente de milhares de
soldados e agentes da Unidade de Intervencao Rapida (UIR) da Policia destacados para protec¢ao das aldeias. LER MAIS



O islamismo-jihadista no Norte de
Mocambique (1 1) [FONTE: BBC, 12/08/2020]

Mocimboa da Praia: Key
Mozambique port 'seized by IS'

12 August

EPA

Tens of thousands of people in Mozambique have been displaced by the fighting

Militants linked to the Islamic State group have seized a heavily-
defended port in Mozambique after days of fighting, according to

reports. 13

Local media say government forces that were in the far northern town of
Mocimboa da Praia fled, many by boat, after Islamists stormed the port.

The town is near the site of natural gas projects worth $60bn (£46bn).



O islamismo-jihadista no Norte de
Mocambique (1 2) [FONTE: RTP, 17/08/2020]

MUNDO 17 Agosto 2020, 14:28

Confrontos continuam e as ruas estao
vazias em Mocimboa da Praia

por Lusa

Os confrontos entre as forgas governamentais mogambicanas e os insurgentes

continuam na vila sede de Mocimboa da Praia, praticamente vazia apos varios ataques

de grupos armados na ultima semana, disseram a Lusa fontes do exército. 14
"As confrontagdes continuam e a regiao esta praticamente abandonada. Boa parte da

pouca populacao que ainda estava no local fugiu®, disse a Lusa fonte do exército

mog¢ambicano.



O islamismo-jihadista no Norte de
I\/Iogambique (1 3) [FONTE: Noticias de Defesa de Mogambique, 29/09/2020]

“Porto de Mocimboa da Praia esta sob
controlo das FDS” - B.Rafael

27 de setembro de 2020 | Contrainsurgéncia, Soberania

: \\\ ‘\\\ \
' \ \\ i\ W)
\\\\\\ a“\

O Comandante-geral da Policia da Republica de Mogambique (PRM), Bernardino
Rafael, em conferéncia de imprensa, desmentiu as informacoes veiculadas por
alguns 6rgaos de comunicacao e redes sociais, indicando que o Porto e a vila de
Mocimboa da Praia, em Cabo Delgado, estao sob o controlo dos terroristas.

Falando, este Sabado na Cidade de Pemba, em conferéncia de imprensa, no
ambito da visita a Provincia de Cabo Delgado, Rafael explicou que embora algumas
Aldeias ou Vilas tenham sido abandonadas, nao ha nenhuma que esteja nas maos

dos terroristas.

15
“Nao ha nenhuma Vila tomada como tal, onde eles vivem e exercem actividade. Ha

Vilas que eles, por pressao de ataques, a populacao se deslocou, tais como em
algumas aldeias que nos temos ao nivel do nosso pais, nao estavam nas maos dos
terroristas porque nés exercemos um controle acrescido, nao estamos la
fisicamente nos portos e na vila de Mocimboa da Praia”, acrescentou



O islamismo-jihadista no Norte de
I\/Iogambique (14) [FONTE: Plataforma Media, 20/10/2020]

Ataque terrorista na Tanzania
perpetrado por insurgentes de Cabo
Delgado

Crime cometido a escassos quildmetros da fronteira
com Mogambique

Vinte pessoas foram decapitadas na regido Kitaya, na Tanzania, a 16
escassos quilémetros da fronteira do pais com Mogambique. O ataque foi

atribuido ao grupo insurgente que costuma espalhar o terror na provincia

de Cabo Delgado, tendo ja sido reivindicado pelo Estado Islamico, que

garante ter assassinado trés militares tanzanianos.



O islamismo-jihadista no Norte de
I\/Ioc;ambique (1 5) [FONTE: Publico,10/06/2018]

De onde veio 0 extremismo islamico
que ameaca Mocambique?

Ha meses que se registam varios ataques com
carimbo radical islamico no Norte de Mogambique.

SO agora as atengdes se viram para este problema
que nasceu de dentro.

Nas ultimas duas semanas dois ataques no Norte de Mogambique, que
fizeram quase 20 mortos, fizeram soar os alarmes. Ambos apresentaram
tracos de extremismo islamico, cuja presenga nesta regido era
desconhecida para muitos. Mas os sinais de alerta comegaram ha pelo
menos um ano e, se a situagao se expandir, tal como vem acontecendo,
estao até em risco investimentos que ascendem aos milhares de milhdes
de ddlares numa das zonas mais pobres de Africa Oriental.

No inicio da semana passada, pelo menos sete pessoas foram mortas por

atacantes armados com catanas no distrito de Macomia, na provincia de

Cabo Delgado, que faz fronteira com a Tanzania. Os atacantes

incendiaram mais de cem casas. 17

As autoridades suspeitam que estes atacantes pertengam ao mesmo
grupo que, a 27 de Maio, decapitou dez pessoas na cidade de Palma,
também em Cabo Delgado.



O islamismo-jihadista no Norte de
I\/Ioc;ambique (1 6) [FONTE: Publico,10/06/2018]

Quem sao

A populagao local apelida-os de “al-Shabab” (“juventude”). Porém, ndo ha
qualquer ligagao directa conhecida com o grupo terrorista com a mesma
denominagao que actua na Somalia. Porém, de acordo com um_estudo
publicado em Maio da autoria do clérigo mugulmano Saide Habide e dos
académicos Joao Pereira e Salvador Forquilha, o grupo suspeito de ser o
responsavel pelos ataques em Mogambique denomina-se Ahlu Sunnah
Wa-Jamma (adeptos da tradigao profética e da congregacao).

Segundo este estudo, o grupo nasceu como uma organizagao religiosa,
num pais onde cerca de 20% da populagao € mugulmana — apesar de a
comunidade islamica garantir que a percentagem é maior —, na remota
regiao rural do Norte de Mogambique. A partir do final de 2015, o grupo
comegou a incorporar células militares e levou a sua actuacgao para outro
patamar. Calcula-se que a organizagao conte com cerca de cem células,
sendo impossivel contabilizar quantos militantes tem nas suas fileiras.

No inicio de Outubro de 2017, o grupo islamista comegou a fazer sentir a

sua presenga com um ataque contra esquadras da policia e edificios 18
governamentais e civis, no distrito de Mocimboa da Praia, em Cabo

Delgado.
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Objectivos ocultos

Apesar de objectivos mais gerais que se inspiram na jihad internacional,
os autores do estudo dizem que a verdadeira meta é outra: “O objectivo
ultimo ndo é ocupar Cabo Delgado ou criar um estado islamico no Norte
do pais. O objectivo é criar oportunidades de negdcio para as elites
informais da regiao de Cabo Delgado. Pelo menos, os dados assim o
mostram. De acordo com os interesses regionais e internacionais destes
negadcios ilicitos, estes sdao os objectivos imediatos”.

O estudo toca em varios pontos que podem explicar a presenga e
expansao do Ahlu Sunnah Wa-Jamma em Mogambique.

A provincia de Cabo Delgado é um caldeirdo onde estdo praticamente
todos os ingredientes necessarios a proliferagao do radicalismo: tem a
maior taxa de iliteracia de Mogambique, atingindo em média os 64.8%,
sendo que em cidades como Palma chega aos 90%; a taxa de
desemprego, principalmente jovem, é muito elevada, tal como no resto do

pais; ha forte presenga do crime organizado (e da corrupg¢ao),
especialmente o trafico de droga, de armas e de outros produtos como os
rubis, a madeira ou o marfim, materiais em abundancia na regiao; ha
conflitos étnicos, nomeadamente entre os mwani, os makonde e os
makua.

Recentemente foram descobertas algumas das maiores reservas de gas

do mundo nesta regido. Alguns analistas dizem que esta descoberta

pode tornar Mogambique o terceiro maior exportador mundial de gas 19
natural liquefeito.

A provincia de Cabo Delgado transformou-se imediatamente no alvo de
planos de avultados investimentos para a extrac¢ao nado sé de gas mas
também de petrdleo, safiras e rubis.
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A Geopolitica do Ciberespago (1) ronte: pefense News.

1/03/2018]

The Munich Security Forum

Absent at Munich: Placing cybersecurity on
the main stage of geopolitics

Ol p

By: Sorin Ducaru

This year's Munich Security Conference missed a golden opportunity to place cyber on the main stage of geopolitics. (Getty
Images)

Every year, the Munich Security Conference brings together heads of state, leaders of

multinational organizations and private companies to discuss the world’s most pressing

security issues. And every year, cybersecurity gets short shrift because policymakers are

more comfortable with a traditional approach to geopolitics, rather than introducing cyber

into the debate. 21



A Geopolitica do Ciberespaco (2) ronte: befense News,

1/03/2018]

Yet, this demonstrates that our security approach remains overwhelmingly focused on
traditional physical capabilities, even though we are increasingly facing a digital battlefield
with the potential for devastating impacts in the real world.

As state-sponsored actors “cross the Rubicon” to use cyberattacks and information
manipulation to undermine other governments, this year’s Munich Security Conference
missed a golden opportunity to place cyber on the main stage of geopolitics.

This year’s conference relegated cyber issues to the sidelines, a surprising decision given the
two major cyber-related incidents that received public attribution in recent months. The
first announcement was the public attribution to the Russian military of the devastating so-
called NotPetya cyberattack of July 2017 by the U.S., the U.K. and half a dozen other
governments.

According to this very high-profile public attribution, the attack was designed to target
Ukraine, yet caused indiscriminate damage upon the Danish shipping company Maersk and
countless other organizations across the world, causing losses in the billions of dollars. The
second major public announcement, which came on the eve of the conference, was the
indictment of 13 Russian citizens by U.S. special counsel Robert Mueller for their efforts to
influence the 2016 U.S. elections.

These announcements received some attention, but did not take center stage during the
Munich Security Conference. Cyber was most notably mentioned by speakers such as British
Prime Minister Theresa May and U.S. national security adviser H.R. McMaster. May
reiterated the high-profile public attribution of the Russian state-sponsored actors’
responsibility for the NotPetya attack, and McMaster accused Moscow of engaging in a
campaign of “disinformation, subversion and espionage,” which he said Washington would
continue to expose. He also declared that the evidence of a Russian effort to interfere in the

elections “is now incontrovertible.”
22



A Geopolitica do Ciberespaco (3) ronre: Frederick bouzet

“La géopolitique pour comprendre le cyberespace” in Hérodote n°® 152-153, 2014 | pp. 3 - 21]

La géopolitique a la conquéte du cyberespace

Comment la géopolitique peut-elle permettre de comprendre les conflits du
cyberespace ? Le défi méthodologique est aussi important que stimulant. La géo-
politique étudie les rivalité€s de pouvoir et d’influence sur un territoire, a différents
niveaux d’analyse. Elle s’intéresse aux dynamiques d’un conflit sur ce territoire,
aux représentations contradictoires et aux stratégies des acteurs pour son controle,
son appropriation et la défense de leurs intéréts au sein de ce territoire. Le territoire
est donc au ceeur de 1’analyse, ce qui a propos du cyberespace pose évidemment
probleme. Le cyberespace est-il une nouvelle forme de territoire ? Et, si oui,
quelles en seraient les frontieres ? Quelles en seraient les limites de souveraineté ?

Encore faut-il comprendre ce que 1’on entend par cyberespace. Il n’en existe
pas de définition objective et consensuelle, on en compte de multiples, plus ou
moins précises, qui refletent les préoccupations et les intéréts des acteurs. Les
Russes, comme les Chinois, utilisent peu le terme cyberespace — qui pourrait
renvoyer a 1’idée d’un espace a part, transfrontieres — et préferent parler d’Internet
ou de sécurisation de I’information, ramenant ainsi les discussions dans le champ
de compétences des Etats. Dans un but pédagogique, on peut toutefois proposer
une définition a minima. Le cyberespace, c’est a la fois I’Internet* et 1’« espace »
qu’il génere : un espace intangible dans lequel s’operent des échanges déterritoria-
lisés entre des citoyens de toutes nations, a une vitesse instantanée qui abolit toute
notion de distance. Si la définition de 1’Internet est technique et communément

admise (voir lexique, a la fin de cet éditorial) — le réseau informatique mondial
relie plus de 40000 réseaux autonomes, utilisant un méme langage —, la quali-
fication de 1’espace qu’il génere fait 1’objet de représentations contradictoires,
nourries d’images venues de la littérature de science-fiction, du militantisme, de la
politique ou encore du marketing. Le fameux Cloud ne fait qu’ajouter au brouil-
lard sémantique. 23
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Internet Users Distribution
in the World - 2020 Q3

B Asia 51.8%

| Europe 14.8%

.| Africa. 12.8%

B Lat Am / Carib. 9.5%

B NHorth America 6.8%

M Middle East 3.7%

2l Oceania / Australia 0.6%

Source: Internet World Stats - www.internetworldstats.com/stats.htm
Basis: 4,929 926,187 Internetusers in Sept 30, 2020
Copyright© 2020, Miniwatts Marketing Group
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Une architecture en couches

Pour mieux comprendre, on évoque parfois sa structure en couches superposées,
qui permet de décomposer le cyberespace comme un millefeuille dont les différentes
couches pourraient interagir entre elles. Selon les auteurs, on les décompose en 3, 4,
5, voire 7 couches. Et a tous les étages de cette structure, on trouve des rivalités de
pouvoir entre des acteurs sur des questions souvent trés techniques, dont les enjeux
sont pourtant treés géopolitiques, comme nous allons le voir.

Pour simplifier, nous présenterons quatre couches. La premiere couche est
physique. Composée de cables sous-marins et terrestres, véritable épine dorsale
de I’Internet (backbone), de relais radio, d’ordinateurs, elle est 1’infrastructure
physique de I’Internet: un ensemble de matériels installés sur le territoire, soumis
aux contraintes de la géographie physique et politique, que 1’on peut construire,
modifier ou détruire, connecter ou déconnecter du réseau. L’article de Jérémy
Robine et Kavé Salamatian montre I’importance et les enjeux stratégiques de cette
infrastructure, qui, parce qu’elle est géolocalisable, est la moins difficile a carto-
graphier lorsque 1’on s’essaie a une cybergéographie. Kevin Limonier analyse,
cartes a ’appui, le développement stratégique de 1’infrastructure russe, et les
représentations qui le sous-tendent. L’infrastructure physique a €t€ congue dans
un esprit d’ouverture et de circulation maximale de 1’information, sans aucune
sécurité intégrée. L’un des peres fondateurs de 1’Internet, Louis Pouzin, estime
méme que pour sécuriser 1’Internet, il faudrait le reconstruire de fond en comble°.
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La deuxiéme couche est I’infrastructure logique. Elle comprend tous les ser-
vices qui permettent d’assurer la transmission des données entre deux points du
réseau et, donc, de faire voyager 1’information, découpée en petits paquets de
données, de son expéditeur a son destinataire. L’architecture logique repose sur
une harmonisation essentielle, un langage commun qui permet a tous les ordina-
teurs du monde de communiquer entre eux, le protocole Internet (TCP/IP). Ces
services sont le routage (choix de la route par laquelle voyagent des paquets de

données entre deux réseaux), le nommage (noms identifiant les éléments du réseau
ou les utilisateurs) ou encore ’adressage (qui transforme les séries de chiffres
représentant les adresses en mots intelligibles pour les utilisateurs). La encore,
certains aspects peuvent €tre géolocalisés au prix de quelques défis techniques
(chemins empruntés, noms de domaines, adresses IP...). L’entretien accordé par
Bertrand de La Chapelle rend compte des débats et des revendications autour de
I’enjeu de 1’adressage, en raison du controle symbolique fort qu’exercent encore
les Etats-Unis par le pouvoir décisionnaire du secrétariat au Commerce. Dominique
Lacroix montre, quant a elle, I’enjeu économique et politique de 1’acquisition des
noms de domaine.

La troisieme couche est composée des applications, qui sont des programmes
informatiques conviviaux permettant a tout un chacun d’utiliser I’Internet sans rien
connaitre a la programmation informatique (Web, e-mail, réseaux sociaux, moteurs
de recherche, etc.). L’affaire Snowden a bien montré 1’enjeu du succes planétaire
des applications de quelques grandes entreprises (Google, Facebook, Amazon...),
auxquelles les utilisateurs confient leurs données privées, exploitées ingénieuse-
ment par les équipes marketing ou les services de renseignement du pays, ce que
Stéphane Frénot et Stéphane Grumbach considérent comme le nouvel or noir de
I’économie. Les données ne s’évaporent ainsi pas dans les nuages (le Cloud...) mais

sont bien stockées sur des serveurs gérés par des acteurs privés ou publics. 26
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WORLD INTERNET USAGE AND POPULATION STATISTICS

2020 Year-Q3 Estimates

World Regions Population Population | Internet Users | Penetration Growth Internet

( 2020 Est.) % of World 30 Sept 2020 | Rate (% Pop.) | 2000-2020 | World %
Africa 1,340,598,447 17.2 % 631,940,772 47.1 % 13,898 % 12.8 %
Asia 4,294,516,659 55.1%| 2,555,636,255 59.5 % 2,136 % 51.8 %
Europe 834,995,197 10.7 % 727,848,547 87.2% 593 % 14.8 %
Latin America / Caribbean 654,287,232 8.4 % 467,817,332 715 % 2,489 % 9.5 %
Middle East 260,991,690 3.3% 184,856,813 70.8 % 5,527 % 3.7 %
North America 368,869,647 4.7 % 332,908,868 90.3 % 208 % 6.8 %
Oceania / Australia 42,690,838 0.5 % 28,917,600 67.7 % 279 % 0.6 %
WORLD TOTAL 7,796,949,710 100.0 % | 4,929,926,187 63.2 % 1,266 % | 100.0 %

worldwide.

NOTES: (1) Internet Usage and World Population Statistics estimates are for October 20, 2020. (2) CLICK on each world region
name for detailed regional usage information. (3) Demographic (Population) numbers are based on data from the United Nations

Population Division. (4) Internet usage information comes from data published by Nielsen Online, by the International

Telecommunications Union, by GfK, by local ICT Regulators and other reliable sources. (5) For definitions, navigation help and
disclaimers, please refer to the Website Surfing Guide. (6) The information from this website may be cited, giving the due credit
and placing a link back to www.internetworldstats.com. Copyright © 2020, Miniwatts Marketing Group. All rights reserved
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Enfin, la quatrieme couche est celle de I’information et de ’interaction sociale,
que I’on nomme parfois cognitive ou sémantique. C’est celle des utilisateurs, des
discussions et des échanges en temps réel a travers le monde, la plus difficile a
appréhender et représenter d’un point de vue géographique. Ce n’est pourtant pas
la moins pertinente d’un point de vue géopolitique, lorsqu’on arrive a déterminer
qui sont les pays les plus «amis » sur Facebook, en quelles langues sont dispo-
nibles les contenus dans certaines régions de la planéete, d’ou partent les révoltes
sur les réseaux sociaux ou les campagnes de désinformation contre un gouverne-
ment ou une institution...

Le cyberespace serait donc tout cela a la fois, un ensemble de réseaux inter-
connectés d’ordinateurs — et de plus en plus d’objets mobiles (tél€phones, tablettes
et bientdt réfrigérateurs, bracelets, chaussures de sport...) —, de réseaux humains,
de flux de données; un espace d’information et d’échanges déterritorialisés,
complexe a appréhender, constitué par une infrastructure matérielle installée sur
le territoire physique, voire dans 1’espace extra-atmosphérique pour les satel-
lites. Selon qui I’utilise et pourquoi, le terme de cyberespace peut renvoyer a une
infrastructure physique ou a des imaginaires complétement différents, dans un
certain flou conceptuel.
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« Planter son drapeau » dans le cyberespace

Le cyberespace n’est pas un territoire au sens géographique du terme, a savoir
«une étendue sur laquelle vit un groupe humain qu’il considére comme sa propriété
collective » [Lacoste, 2003], ou pour les Etats «une portion de 1’espace terrestre
délimitée par ses frontieres et sur laquelle s’exercent son autorité et sa juridiction »
[Lacoste, 2003]. Mais il est percu comme un espace dans lequel interagissent des
étres humains, voire comme un territoire, ce que démontre Alix Desforges dans
son article sur les représentations du cyberespace.

Le concept de cyberespace a paradoxalement émergé pour deux raisons radi-
calement opposées. D’abord apparu sous la plume du romancier de science-fiction
William Gibson [984], il décrit un espace tridimensionnel d’une «infinie
complexité », généré électroniquement, dans lequel ses personnages entrent en se
connectant par ordinateur. Il offre ainsi une représentation mentale des données et
de I’'information stockées au cceur des systemes informatiques de toute 1’humanité,
que s’approprieront des générations d’internautes.

Cette représentation impregne 1’imaginaire des pionniers de 1’Internet, qui
fondent en 1990, bien avant que I’Internet ne devienne grand public, I’Electronic
Frontier Foundation (EFF), référence directe au front pionnier qui, selon la theése
de I’historien Frederick Jackson Turner, a forgé la démocratie américaine. John
Perry Barlow, membre fondateur, ira méme jusqu’a publier en 1996 une « déclara-
tion d’indépendance du cyberespace », dans laquelle il affirme que le cyberespace
possede sa propre souveraineté et que dans cette «civilisation de I’esprit », les
lois des gouvernements du monde physique ne s’appliquent pas. Alix Desforges
montre comment 1’esprit de la contre-culture des années 1960 a inspiré jusqu’a
I’architecture méme du réseau, congu dans un esprit d’ouverture, d’autogestion, de
liberté des échanges et de 1’expression. Fortement décentralisé, dénué de centre,
il est pensé pour que I’information puisse toujours circuler, quels que soient les
blocages. Ce souffle de liberté apporté par un monde ou tout ce qui sort de 1’esprit
humain peut €tre «reproduit et distribué a 1’infini sans que cela ne cofite rien »
continue d’animer nombre d’hacktivistes, qui combattent toute tentative d’entraver
la libre circulation de I’'information sur I’Internet. 79
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Pourquoi faire de la géopolitique du cyberespace

Les ramifications techniques des conflits du cyberespace ont de quoi décou-
rager les citoyens — et les chercheurs en sciences humaines et sociales —, et ce
n’est pas un hasard si ces questions sont longtemps restées aux mains d’une petite
communauté d’experts. Pourquoi s’y intéresser malgré tout ? Parce qu’il s’agit
du monde dans lequel on a envie de vivre. Parce qu’en raison de 1’omniprésence
des systeémes d’information et de communication dans nos vies quotidiennes, les
décisions qui seront prises affecteront tous les aspects de notre vie. Parce qu’un
certain nombre de pouvoirs se sont développés sans que soient discutés les contre-
pouvoirs, les garde-fous, les processus de contréle démocratique.

Nous sommes a un tournant et beaucoup d’entre nous, y compris nombre de nos
€élus, découvrent les outils, les programmes, les politiques que les grandes entre-
prises, les gouvernements ou encore les criminels ont développés pour défendre
leurs intéré€ts et maximiser leur puissance ou leurs profits dans le cyberespace.
Les anciens paradigmes stratégiques et reégles du jeu internationales semblent
inadaptés, mais les nouveaux restent a écrire. La vitesse des évolutions techno-
logiques dépasse largement celle de 1’élaboration d’un consensus international,
d’un nouveau cadre juridique ou de I’adaptation des lois. La culture du secret et le
manque de confiance entre les partenaires ralentissent ces efforts. Nous sommes
a la croisée des chemins et celui que nous choisirons de suivre est susceptible
d’avoir des implications majeures pour notre futur. Trois domaines en particulier
méritent notre attention.
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Conclusion

Le cyberespace est ainsi devenu a la fois un enjeu de rivalités de pouvoir
entre acteurs, un théatre d’affrontement et une arme redoutable dans les conflits
géopolitiques. Les conflits pour le cyberespace ou dans le cyberespace ne sont
pas dissociables des rivalités de pouvoir géopolitiques classiques. Ils en sont, au
contraire, a la fois I’expression et une nouvelle dimension, présente a tous les
niveaux d’analyse, a prendre en compte dans une approche multiscalaire.

Les enjeux géopolitiques du cyberespace sont intimement mélés a des considéra-
tions politiques, économiques, sociales et culturelles. Par son approche multiscalaire
et sa transdisciplinarité, qui de fait s’ouvre a 1’informatique, voire aux mathéma-
tiques, la géopolitique permet d’aborder ces questions dans toute leur complexité.

La dimension technique des débats demandera sans aucun doute un effort par-
ticulier au lecteur. Mais le jeu en vaut la chandelle. Car il ne s’agit pas seulement
d’enjeux de puissance et de sécurité dans le cyberespace, mais aussi des valeurs
que nous défendons en tant que nation démocratique; les valeurs que nous voulons
voir gouverner le monde que nous construisons.
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Which countries are the superpowers?

The countries which are believed to have the most developed cyber warfare capabilities are
the United States, China, Russia, Israel and the United Kingdom.

These cyber superpowers have responded to a rapidly growing number of attacks in recent
years.

The United States stepped up its focus on cyber warfare in 2010 when US Cyber Command
brought together the cyber capabilities of the Army, Air Force, Navy and Marines under one
roof. Billions of dollars have been dedicated to the project. Two years ago the Pentagon
announced a massive expansion of its cyber capabilities, upping staff from 1,800 personnel
in 2014 to 6,000 in 2016.

China has followed a similar path, recently announcing it was unifying its capabilities to better
develop its cyber warfare might.

Russia is also known to have heavyweight cyber capabilities. The country is strongly believed
to have used cyber weapons to attack Georgia during the military incursion into the country in
2008. In early 2014, the Cyber Snake program that attacked the Ukraine is believed to be of
Russian origin.

Israel’s emergence as a cyber-powerhouse - with an estimated 10% of global sales of
computer and network security technology — has meant it is well placed as a cyberwar
superpower.

And in Europe, London is seen as the centre of cyberwar specialism with the British
government having invested heavily in cyber capabilities over recent years.

A Geopolitica do Ciberespaco (13) ronre: word
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Are there any other big players?
Two other notable players are Iran and North Korea.

North Korea is believed to be behind a significant number of attacks on the United States
including the one which recently targeted Sony.

Iran is rapidly developing its cyber capabilities and is thought to be behind several major
attacks in the region.

In 2012, Iranian hackers struck Saudi Arabia’s national oil company, Saudi Aramco, nearly
obliterating its corporate IT infrastructure, and bringing the company close to collapse.

There is concern that while there is something of a ‘digital equilibrium’ between the five cyber
superpowers based on the assumption that attacks will result in reprisals, Iranian hackers
seem more willing to cause damage.

One Iranian group, known as Rocket Kitten has been closely tracked by many in the cyber
security industry since 2014 and has been linked to numerous attacks. Many believe the
group is closely associated with the Iranian Revolutionary Guard.
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Could China’s strict cyber controls gain international
acceptance?

» Beijing recommends right to control internet and tech for ‘social stability’, and make cyberspace a
branch of sovereignty

- Growing influence could help it shape international cybersecurity rules alongside countries that favour
free, open cyberspace

e Simone McCarthy
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China's statement to the UN was followed by one from a group of 27 nations calling for a "free, open” cyberspace. Photo: Shutterstock
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When an open-ended working group met at the United Nations in New York in mid-
September to discuss the future of cyberspace it did so with little fanfare.

Just seven member states had submitted working papers to that meeting outlining
their vision for what countries should and should not be allowed to do to each other
and their own people in the online world.

One of the countries to put forward its position was China, which used the forum to
make what observers said was its most important UN submission on the topic yet — a
detailed vision of its style of cyber governance in which states have sovereign right to
maintain strict controls on internet and technology infrastructure for “social
stability”. Under such a system, states have the right to censor, collect data, and
restrict online access within their borders.

The submission comes as the United Nations has created two groups tasked with
spending the next one to two years exploring what frameworks could best maintain
peace and security online, a framework that Beijing hopes to help shape.

o How China,censors the internet

>

HOW CHINA CENSORS
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China’s private tech companies have also sent numerous delegates to meetings about
planning critical infrastructure. For example, the number of employees from telecoms
company Huawei who attended meetings on standards development for 5G networks
exceeded that of the second most represented company by more than 500, according to
July statistics from patent research firm IPlytics.

Huang Zhixiong, professor of international relations at Wuhan University’s law school,
said that being part of international discussions on cyberspace and technology
regulations was vital for China as it worked to establish itself as a cyber power.

“It’s clear that without meaningful involvement in international conversations and
negotiations, and without a strong voice in global cyber governance, then however
strong you are domestically, you simply cannot become a cyber power,” said Huang, a
specialist in cyber governance.

China’s drive to become a cyber power is fuelled in part by its deep-seated concerns
about sovereignty and foreign interference.

Huang said the Arab spring anti-government uprisings of earlier this decade offered a
cautionary tale that informed China’s emphasis on cyber sovereignty.

“It is believed that countries like the United States successfully made use of the
internet to subvert” Arab regimes and cause ‘“social instability”, he said.
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Inside China's controversial mission
to reinvent the internet

Huawei is developing the technology for a new
network. But what does this mean for the rights of

users?

March 27 2020
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On a cool day late last September, half a dozen Chinese engineers walked
into a conference room in the heart of Geneva's UN district with a radical
idea. They had one hour to persuade delegates from more than 40
countries of their vision: an alternative form of the internet, to replace the
technological architecture that has underpinned the web for half a
century.

Whereas today's internet is owned by everyone and no one, they were in
the process of building something very different — a new infrastructure
that could put power back in the hands of nation states, instead of
individuals.

The team who had masterminded the New IP (internet protocol) proposal
was from the Chinese telecoms giant Huawei, which had sent the largest
delegation of any company to the September meeting.

At the gathering, held at the International Telecommunications Union, a
UN agency that establishes common global standards for technologies,
they presented a simple PowerPoint. It didn't bother with much detail on
how this new network would work, or what specific problem it was solving.
Instead, it was peppered with images of futuristic technologies, from life-
size holograms to self-driving cars.

The idea was to illustrate that the current internet is a relic that has
reached the limits of its technical prowess. It was time, Huawei proposed,
for a new global network with a top-down design, and the Chinese should

be the ones to build it.
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New IP is the latest in a series of efforts to change the way the internet is
run, spearheaded by governments that were largely left out when it was
founded half a century ago. “The conflicts surrounding internet
governance are the new spaces where political and economic power are
unfolding in the 21st century,” wrote the academic Laura DeNardis in her
2014 book The Global War for Internet Governance.

The Chinese government in particular has viewed designing internet
infrastructure and standards as core to its digital foreign policy, and its
censorship tools as proof-of-concept for a more efficient internet, to be
exported elsewhere.

“Of course [China] want a technological infrastructure that gives them the
absolute control which they have achieved politically, a design that
matches the totalitarian impulse,”’ says Shoshana Zuboff, author of The
Age of Surveillance Capitalism and a social scientist at Harvard University.
“So that is frightening to me and it should be frightening to every single
person.”
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The Chinese New IP proposal is far more radical, and could embed a
system of centralised rule enforcement into the technical fabric of the
internet. Saudi Arabia, Iran and Russia have previously shown support for
Chinese proposals for alternative network technologies, according to
sources who were present at ITU meetings. The proposals revealed that
the blueprints for this new network have already been drawn up, and
construction is under way. Any country will be free to adopt it.

“Right now we have two versions of the internet — a market-led capitalist
version based on surveillance, which is exploitative; and an authoritarian
version also based on surveillance,” Zuboff says. “The question is: will
Europe and North America pull together to construct the legal and
technological frameworks for a democratic alternative?”

The New IP presentation paints a picture of a digital world in 2030 where
virtual reality, holographic communication and remote surgery are
ubiquitous — and for which our current network is unfit. Traditional IP
protocol is described as “unstable” and “vastly insufficient”, with “lots of
security, reliability and configuration problems”.

The documents suggest a new network should instead have a “top-to-
bottom design” and promote data-sharing schemes across governments
“thereby serving Al, Big Data and all kinds of other applications”. Many
experts fear that under New IP, internet service providers, usually state-
owned, would have control and oversight of every device connected to the

network and be able to monitor and gate individual access.
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The second cold war

The China strategy America needs

Leaders

Nov 19th 2020 edition >

The THE ACHIEVEMENT of the Trump administration was to recognise the
authoritarian threat from China. The task of the Biden administration will
be to work out what to do about it.

Economist

Donald Trump's instinct was for America to run this fight single-handed.
Old allies were henchmen, not partners. As Joe Biden prepares his China
strategy (see article), he should choose a different path. America needs to
strike a grand bargain with like-minded countries to pool their efforts. The
obstacles to such a new alliance are great, but the benefits would be
greater.

To see why, consider how the cold war against China is different from the
first one. The rivalry with the Soviet Union was focused on ideology and
nuclear weapons. The new battlefield today is information technology:
semiconductors, data, 5G mobile networks, internet standards, artificial
intelligence (Al) and quantum computing. All those things will help
determine whether America or China has not just the military edge (see
article), but also the more dynamic economy. They could even give one of

the rivals an advantage in scientific research.
42



A Geopolitica do Ciberespago (23) Fonte: The Economist,

19/11/2020]

The first cold war created separate looking-glass worlds. The protagonists
in the second are interconnected. That is partly a result of China’'s
integration into the global economy, especially after it joined the World
Trade Organisation (WTO) in 2001. But it also stems from the network
efficiencies of many tech businesses, which reward size and spread. And
it reflects how hard it is for any one country to master the full range of

specialisms in the tech economy. In chips, say, American or British designs
may be made in Taiwanese plants, using Japanese and Dutch equipment
with German lenses before being assembled in Chinese factories. It is no
accident that autarkic North Korea can build nukes but not advanced
computers.

The Chinese Communist Party has understood that tech is the path to
power. China is blessed with a vast market, ambition and plenty of hard-
working talent. The party is supercharging the efforts of Chinese firms
with subsidies and industrial espionage. Aware of how scale matters,
China is touting its technologies by securing export contracts, promoting
itself as a digital power using the Belt and Road Initiative and waging a
campaign of pro-China standards-setting in global bodies.
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Compu’[ational Over the past three years, we have monitored the

global organization of social media manipulation by

propaganda o the governments and political parties. Our 2019 report

f | . h analyses the trends of computational propaganda

use Of a gOrlt mS; and the evolving tools, capacities, strategies, and
automation, and big RS

. 1. Evidence of organized social media manipulation

data tO Shape pUb“C campaigns which have taken place in 70 countries,

- - - up from 48 countries in 2018 and 28 countries in

Ilfe IS becom N g 2017. In each country, there is at least one political

a pervasive an d party or government agency using social media to

g : shape public attitudes domestically (Figure 1).
Ubqu|tOUS part Of 2.Social media has become co-opted by many
everyday ||fe authoritarian regimes. In 26 countries,

computational propaganda is being used as
a tool of information control in three distinct
ways: to suppress fundamental human rights,
discredit political opponents, and drown out
dissenting opinions (Figure 2).

3.A handful of sophisticated state actors use
computational propaganda for foreign influence
operations. Facebook and Twitter attributed
foreign influence operations to seven countries
(China, India, Iran, Pakistan, Russia, Saudi Arabia,
and Venezuela) who have used these platforms to
influence global audiences (Figure 3).

4. China has become a major player in the global
disinformation order. Untilthe 2019 protestsinHong
Kong, most evidence of Chinese computational
propaganda occurred on domestic platforms such
as Weibo, WeChat, and QQ. But China’'s new-found
interest in aggressively using Facebook, Twitter,and
YouTube should raise concerns for democracies

5. Despite there being more social networking
platforms than ever, Facebook remains the
platform of choice for social media manipulation.
In 56 countries, we found evidence of formally
organized computational propaganda campaigns
on Facebook. (Figure 4).
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FIGURE 3 - FOREIGN INFLUENCE OPERATIONS ON SOCIAL MEDIA
COUNTRIES ATTRIBUTED BY FACEBOOK AND TWITTER FOR ENGAGING IN FOREIGN INFLUENCE OPERATIONS

China

Venezuela l

Saudi Arabia Iran

\a

Russia Pakistan

Source: Authors’ evaluations based on data collected. Note: Facebook has also taken down accounts engaged in 'coordinated inauthentic behaviour’ that are not
explicitly linked to a government or political party. These takedowns include accounts originating from: Egypt, Macedonia, Kosovo, Thailand, and the United Arab
Emirates. Additionally, some cyber troop activity identified by Facebook and Twitter is domestically focused, such as in the case of Bangladesh and Honduras, and is
therefore not included in this figure on foreign operations.
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Conclusion

Social media, which
was once heralded as
a force for freedom
and democracy,

has come under
increasing scrutiny for
its role in amplifying
disinformation, inciting
violence, and lowering
levels of trust in

media and democratic
Institutions.

This report has highlighted the ways in which government
agencies and political parties have used social media to spread
political propaganda, pollute the digital information ecosystem,
and suppress freedom of speech and freedom of the press.
While the affordances of social media can serve to enhance the
scale, scope, and precision of disinformation (Bradshaw and
Howard 2018b), it is important to recognize that many of the
issues at the heart of computational propaganda — polarization,
distrust or the decline of democracy — have existed long before
social media and even the Internet itself. The co-option of social
media technologies should cause concern for democracies
around the world — but so should many of the long-standing
challenges facing democratic societies.

Computational propaganda has become a normal part of the
digital public sphere. These techniques will also continue to
evolve as new technologies — including Artificial Intelligence,
Virtual Reality, or the Internet of Things — are poised to
fundamentally reshape society and politics. But since
computational propaganda is a symptom of long-standing
challenges to democracy, it is important that solutions take into
consideration these systemic challenges. However, it must also
consider the role social media platforms have played in shaping
the current information environment. A strong democracy
requires access to high-quality information and an ability
for citizens to come together to debate, discuss, deliberate,
empathize, and make concessions. Are social media platforms
really creating a space for public deliberation and democracy?
Or are they amplifying content that keeps citizens addicted,
disinformed, and angry?
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The Disinformation Age

It's been well known for a long time that not everything on the
internet is true, but recently it's become more difficult to
separate facts and fictions. The new Institute for Data,
Democracy, and Politics will try to help us tell the difference.

W GW Magazine
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Story by Charles Babington
Photos by Harrison Jones, BFA "19

merica’s political dialogue and social media are awash in half-
truths, outright lies and deliberate disinformation, spread
online at eyeblink speeds. Not all of it is harmful, but much is

hate-filled and designed to further polarize our nation and
damage our democracy.

Thinkers, pundits and partisans decry the situation daily, and now GW and
a handful of other U.S. universities are launching rigorous, science-based
examinations of hateful social media and disinformation campaigns. In
doing so, they will try to provide the public a better understanding of
what’s true, and the confidence to believe in it.

In short, “we’re trying to address the threat that disinformation campaigns
pose to democracy,” says Steven Livingston, the political communication
professor heading the GW effort.

The university in July described the ambitious sweep of its mission: To
establish “a data-rich multidisciplinary research capacity” that will create
“knowledge to inform the policy debates in Washington; strengthen the
capacity of professional fact-based journalism; deepen our understanding
of disinformation ecosystems; and test the effectiveness of various
approaches to correcting firmly held but factually inaccurate beliefs.”
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